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Abstract 

In this article, we will look at how emerging technologies such as Distributed Ledgers, Edge Computing, and 5G, can 
come together to provide viable solutions. As an example, we will address the use-case for tracing the whereabouts 

of COVID-19 patients. Tracing such patients, both current and vulnerable, is an ongoing challenge. Current methods 
of tracing are laborious manual processes with security and privacy issues. We will go through a detailed example of 
tracing airline travelers within a country and across the world and tracing shop visitors, especially those who were 
tested COVID-19 positive or those who may have been exposed to COVID-19. First, we will look at the current 
challenges for the tracing examples. Next, we will look at how Distributed Ledgers, Edge Computing and 5G can 
provide a holistic solution to the challenges. Last, we will look at how Distributed Ledgers can be used for securely 

distributing trusted Artificial Intelligence (AI)/Machine Learning (ML) based COVID-19 vaccine analytics. 

 

How Can Emerging Technologies Help to Address Today’s Pandemic 

Emerging network infrastructure is becoming increasingly virtualized and programmable. This is enabling use-cases 
that can leverage distributed processing, with distributed computing, networking, and storage in such distributed 
infrastructure, enabling edge computing use-cases to be truly practical and realizable. In addition, distributed ledger 

technology is providing support for shared processing with smart contracts and recording of information in 
distributed ledgers across stakeholders. 5G technologies are providing a range of services such as eMBB (enhanced 
Mobile Broadband) for high bandwidth applications, mMTC (massive machine type communications) for IoT traffic, 
and URLLC (Ultra Reliable Low Latency Communications) for enabling low-latency applications, particularly at the 
network edge. When such emerging technologies are utilized together, interesting use-cases become realizable. In 
that regard, in this article, we will take the example of a health-care use-case in the current pandemic for user-

tracing, that is becoming increasingly relevant in society, and we will see how these emerging technologies can help 
in providing useful services to society for such a use-case. It is hoped that that discussion will help in the realization 
of other important use-cases for society as well, that leverage such technologies.  

 

Current Challenges 
Tracing Airline Travelers 

Flight passengers arriving at an airport stand in a long queue waiting for a verifying official to manually verify their 
COVID-19 medical test documentation before exiting the airport - this is depicted in Figure 1, (1a).  

Tracing Store Visitors 

COVID-19 information, e.g., whether a person is wearing a mask, proximity to other persons etc. is typically gathered 
in a store during entering and presence in the store using video cameras. Personal identity, in relation to COVID-19, 
is typically gathered during checkout to aid immediate actions on COVID-19 positive visitors or visitors who may have 
been exposed to COVID-19. While this information is typically processed in the cloud for manageability reasons, 
network bandwidth and transient WAN network disconnect challenges are quite common in edge-deployments - 

this is depicted in Figure 1, (1b), (1c).  
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Figure 1: Current challenges in tracing of airline travelers and store visitors 

Advanced Tracing for Airline Travelers 

For passengers who were tested COVID-19 positive or those who may have been exposed to COVID-19, their 

COVID-19 specific information, e.g., severity, date of first detection, vulnerability to COVID-19 etc. are stored only in 
their Home/COVID-19 tested hospital and not securely accessible to authorized officials besides their specific 
doctors - this is depicted in Figure 2, (2). For passengers who were tested COVID-19 positive or those who may have 
been exposed to COVID-19, their visited area information, e.g., nearest 5G tower etc. are stored in the Telco clouds 
of their cellular provider (and the providers whose cellular network they roamed in), or securely stored in cloud 
applications (such as a hospital application or a mobile geolocation-based application provider) that utilize location 

information to provide services, and have been authorized by the user to do so, and such location information is not 
securely accessible to authorized officials besides their Telco cellular provider or cloud application provider - this is 
depicted in Figure 2, (3). It should be noted that it is highly desirable not to track specific geo-location of travelers for 
privacy reasons. In (2) and (3), since the COVID-19 patient or potential patient information is spread across several 
disconnected providers it can face privacy challenges 
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Figure 2: Current challenges in advanced tracing for airline travelers  

Holistic Approach to COVID-19 Tracing 
Distributed Ledgers (DLT) 

The core component of distributed ledgers is a permissioned blockchain (e.g., VMware Blockchain, Hyperledger 
Besu, Hyperledger Fabric, Jio Blockchain, etc.) which utilize smart contracts for managing different types of COVID-
19 data. The permissioned blockchain can be managed by the government in a central operational model or 
government and/or other organizations as a consortium. The different categories of information in the blockchain are 
stored in smart contracts which are another important element of distributed ledger technology. Smart contracts can 

be written in several languages DAML, Ethereum Solidity etc. Figure 3 depicts a blockchain network with 4 validator 
nodes with several smart contracts. The role of the smart contracts in addressing the airline traveler tracing 
challenges is described below.  

Patient Aggregate Statistics Public smart contract - accessible to all public 

● Tracks new COVID-19 occurrences per day, fatalities etc.  

Patient ID Permissioned smart contract - accessible only to select parties, e.g., government verifier officials, hospital 

doctors  
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● ID hash of COVID-19 patients and persons who may have been exposed to COVID-19 is stored in this smart 

contract. The reason for storing ID hash and not the ID is for preserving patient privacy. Even if the smart 

contract became read accessible to folks other than the permissioned parties due to errors like 

misconfiguration, they will at best see only ID hashes and be unable to trace back to the specific patient. 

● If a person is diagnosed with COVID-19 in a hospital and/or test facility or a person may have been exposed 

to COVID-19 due to travel etc., an ID hash entry is created in this smart contract. For managing the COVID 

detail private database in the hospital, one option is to make it available to select parties such as 

government verifier officials besides hospital doctors. In this option, the URLs for accessing the patient 

COVID detail private database in the hospital is encrypted with a common group key accessible to 

authorized parties such as government verifier officials, hospital doctors etc. and made available in the 

blockchain. Another option is to create a private replicated database (aka privacy group or private channel) 

across the hospitals and the government verifiers. In this option, there are two separate group keys with 

separate encrypted URLs, one for the government verifier officials and another for the hospital doctors. 

While the first option is attractive in terms of avoiding data replication, the second option leads to better 

manageability since the hospital and government verifier IT teams are different. 

● When travelers are boarding a flight in an airport and/or arriving at their destination airport, COVID-19 

government verifier officials get the patient ID and submit the ID hash for match in the smart contract. If 

there is a match, group key encrypted URLs for accessing patient private data is returned to enable 

appropriate next steps. 

One of the key aspects of this use case, is that the blockchain smart contracts are used for determining “Asset 
ownership”, i.e., the person of interest has COVID or may have been exposed to COVID, vs the classic use of 
blockchain for “Asset transfer”, example transfer of money between two parties.  
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Figure 3: Distributed Ledgers for addressing Airlines Traveler Tracing Challenges 

Indoor Edge Computing with Distributed Ledgers 

COVID-19 information, e.g., whether a person is wearing a mask, proximity to other persons etc. is typically gathered 
at indoor locations such as a store or a restaurant or at hospital or nursing home, or at an airport or at a train or a 
bus depot during entering and presence at these indoor locations using video cameras. With image processing 
applications running on local edge computing infrastructure, this information can be processed immediately in the 
store addressing the WAN bandwidth and WAN transient failure disconnect challenges. While edge computing 

addresses the aforementioned WAN challenges, we have to keep in mind that edge deployments are often resource 
constrained and face security challenges due to being open to the public - popular in-store edge deployment Chick-
fil-A small edge cluster has 3 Intel NUCs each with 8GB RAM managed by a light-weight local Kubernetes cluster. 
There are several technologies to address various edge computing challenges. One of the notable ones, service 
mesh, is examined in detail in "Are service meshes ready for edge computing?".  

 

Personal identity, in relation to COVID-19, is typically gathered during checkout to aid immediate actions on COVID-
19 positive visitors or visitors who may have been exposed to COVID-19. A cache of the distributed ledgers can be 
run on local edge computing infrastructure with the Patient ID permissioned smart contract. The patient ID hash can 
be checked in this cache using the same procedure described in the previous section even in the absence of WAN 
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connectivity thus addressing the WAN transient failure disconnect challenges. To address the resource constraints in 
edge deployments we can use the Light Blockchain node edge cache deployment model where all the block 
headers are present but only the relevant blocks with the Patient ID permissioned smart contract are present in 

entirety. To address the security challenges in edge deployments there are two key blockchain techniques which can 
be used. First, all the contents of the blocks, including smart contract data is stored using Merkle tree or Hash tree. 
They can help ensure that data blocks received from other peers in a Peer-to-peer Blockchain Network are received 
undamaged and unaltered, and even to check that the other peers do not lie and send fake blocks. Next, the 
contents of each block can be signed by a majority of Full or Validator Blockchain nodes using a Threshold signature 
enhancing the integrity of the blocks even further. As an example, in a BFT blockchain network which can tolerate “f” 

validator failures, majority is 2f + 1 out of 3f + 1. This is depicted in Figure 4.   

 

Figure 4: Distributed Ledgers for addressing Store Visitor Tracing Challenges 

 

In emerging 5G and beyond networks, local edge services can be utilized to execute smart analytics software to 
analyze for mask detection and social distancing behavior, and to execute privacy preserving services with selective 
storage of information related to only those people that violate regulations or norms, where such edge services can 
be executed as smart contracts, and the outcome of such processing to be recorded in distributed ledgers at an 
edge data center. Such distributed ledgers at the edge can be lazily synchronized combined with data aggregation 

with a cloud ledger at a remote cloud data center periodically, so that only the required information is recorded in 
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the cloud data center after edge processing is completed. Dedicated 5G network slices can be allocated to execute 
such tasks. In addition, if desired, dedicated private 5G networks can be utilized to provide increased reliability for 
such edge services. 

Distributed Ledgers for trusted Vaccine Analytics 

Of late, many different vaccines have been manufactured around the world to combat Covid-19. People in different 
communities in different geographical areas with different demographics such as age, gender, or race, are being 
treated with available vaccines in their respective communities. DLT technology coupled with AI/ML based analytics 
can be utilized to study shortfalls in vaccine supply chains, and to learn and predict variations in demand, to meet 
requirements in different communities. In addition, feedback from people who have been vaccinated can utilize to 

study the efficacy of the vaccine across different demographics and regions. Trusted analytics based on such 
recorded information in DLT ledgers across the globe can be shared across countries to understand the difference in 
efficiencies of different vaccines, and to also help allay fears of vaccinations in different communities. 

 

In general, we believe that a combination of AI/ML and blockchain/DLT techniques, coupled with smart edge 
services can be very useful in providing critical and useful services to help communities across the globe.  
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